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Abstract Modern cryptography is a key element of data security, ensuring the confidentiality and integrity of information.
In an increasingly digital world, cryptography remains crucial for the protection of sensitive data. In this context, we
propose a novel hybrid security system for encrypted color images using a DNA model, chaotic systems, and SHA256-
MD5 hash functions as a basis. The proposed hybrid system includes DNA permutation and diffusion. In DNA permutation,
we unpredictably rearrange the location of DNA image elements by using the logistic map of low computational complexity.
In DNA diffusion, we diffuse the permuted image of DNA with the DNA image key generated by a 5D hyper-chaotic system,
using a variety of algebraic operators such as the circular offset in both directions. Considering the experimental outcomes
and security evaluation, we can infer that the proposed hybrid security system demonstrates a high level of security, resistance
to existing attacks, and practical application suitability while maintaining speed.
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1. Introduction

The fast advancement of computer and network technology has drawn the attention of many people to multimedia
communication services, especially digital images [1, 2, 3]. Since digital images include a wealth of confidential
personal and private information, protecting them from misuse and unauthorized access during transmission
has become critical [4, 5]. Image encryption is the most important technology for maintaining the security and
confidentiality of image data. Traditional encryption methods such as Advanced Encryption Standard Critical
and Digital Signature Algorithms [43] are available. Still, they are unsuitable for image encryption because their
security is principally focused on high computational cost, whereas images are distinguished by massive data
capacity and good correlation between adjacent pixels. Therefore, all researchers became interested in developing
an efficient, effective, and secure image encryption method [36, 37, 38, 6, 7].

Several image encryption methods have been proposed based on chaotic systems, which exhibit properties
such as sensitivity to initial conditions and unpredictability, and on DNA computing, which has large memory
capacity, extensive parallelism, and minimal power consumption [8, 9, 10]. However, it was noted that the using
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of DNA-based image encryption in isolation is not secure enough [26, 27]. As a result, researchers have integrated
DNA computing with chaotic systems to enhance image encryption security, resulting in a body of work that
spans several references [28]. Despite these efforts, limitations in the use of DNA computing and chaotic systems
for image encryption continue to exist, including the creation of cryptographic keys from simple images by
transforming the information contained in the image into a complex and unique sequence of bits. Additionally, the
security vulnerabilities associated with low-dimensional chaos, such as increased predictability, sensitivity to initial
conditions, possible low entropy, and susceptibility to brute force attacks. Finally, the relatively slow encryption
velocity [34, 35, 36, 37, 38, 39]. This motivates our proposal for an innovative hybrid security system for color
image encryption, which provides an integrated solution that overcomes the specific challenges of cryptographic
key generation by using the hash functions of the simple image. In addition, the specific challenges related to the
security of low-dimensional chaotic systems, by using a high-dimensional system in the broadcast process to obtain
a more efficient diffusion of the bits of the original image throughout the encrypted message. This contributes to a
more robust dispersion of information, thereby strengthening the security of the encryption.

The main contributions of the proposed scheme are as follows:

• Combination of SHA256 and MD5 hashes, in conjunction with information extracted from the simple image
and a randomly generated key to produce initial and control values for chaotic systems.

• The proposed encryption scheme benefits from the lower computational complexity of a 1D chaotic system
to achieve faster encryption times. The encoding and decoding rules, based on this chaotic system, are
applied to each pixel of the simple image, and the inclusion of a random key enhances the method’s
resistance to potential attacks, making it a robust method for image encryption.

• In DNA permutation, we unpredictably rearrange the locations of DNA image elements by using the logistic
map. This process is used to diminish the elevated correlation observed among neighboring pixel values.

• In DNA diffusion, we employ diverse algebraic operations to diffuse the permuted DNA image with a key
generated through a 5D hyperchaotic system known for its robust confidentiality and significant key space,
aiming to minimize simulation time and enhance the security of the encryption method.

• Utilizing the five chaotic sequences derived from the 5D hyperchaotic map, we perform the selection of
DNA rules and execute seven operations.

The ensuing sections of the paper are presented as follows. Section 2 clarifies the basic concepts, encompassing
DNA computing, and chaotic systems. Section 3 explains our proposed image encryption method. Section 4 is
devoted to Simulation and performance evaluation outcomes. Lastly, Section 5 provides a brief summary and
conclusion.

2. Preliminaries

The differences between textual data and digital images make text encryption techniques inapplicable to image
encryption. The first difference concerns the size, the quantity of information stored in the image is much bulky
than the stored information in the textual data. In addition, the second difference concerns the loss of data when a
compression technique is applied. Image encryption techniques are classified according to several concepts: spatial,
transform, optical, and compressive sensing (see Fig. 1) [5].

2.1. Deoxyribonucleic acid sequence (DNA) computing

DNA computing utilizes a two-step methodology: encoding/decoding and employing algebraic operations on DNA
sequences.

DNA encoding/decoding. The extensive utilization of deoxyribonucleic acid (DNA) in biological science and
various applied fields, including biotechnology, diagnostics, and forensics, underscores its utmost importance for
scientists [30]. The four types of nucleic acids—adenine (A), guanine (G), cytosine (C), and thymine (T)—compose
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Figure 1. Image encryption techniques.

the DNA sequence. An important rule in base pairing dictates that A and T bases pair together, as do C and G [7].
These relations are known as Watson–Crick base pairing rules [31]. According to these rules of complementarity,
Within the set of 24 codes, a discerning analysis reveals that merely 8 of them align with the prescribed rule. In the
quaternary numbering system, 0 and 3 bases pair together, as do 1 and 2. Considering quaternary coding, the four-
digit quaternary numbers 0, 1, 2, and 3 can be coded to a four-letter DNA sequence—A, C, G, and T—using one
of the rules, as demonstrated in Table 1 [11, 12, 13]. In the context of color images, where each pixel is generally
represented by three channels (R, G, B), quaternary coding can be applied separately to each channel. This retains
the complexity of the pixel information while simplifying the representation using a four-symbol coding system.

Table 1. DNA coding rules.

DNA Algebraic Operations. Since the development of DNA computing, researchers have proposed using the
algebraic operation of DNA sequence to replace the traditional computational algebraic operation [12, 32, 33]. In
this article, different operations for DNA sequences have been used like addition, subtraction, multiplication, Xor,
Xnor, and right circular shift, which moves the final entry to the first position and left circular shift, which moves
the initial entry to the final position, as shown in Fig. 2. These operations facilitate the diffusion process between
the DNA image and the key, which enhances security by making it difficult for attackers to predict changes, identify
patterns, or perform cryptanalysis on the encrypted image.

2.2. Chaotic systems

In cryptography, a chaotic system is a deterministic yet unpredictable dynamic system, marked by sensitivity to
initial conditions (S2IC). The unpredictability of chaotic trajectories makes it difficult to predict encrypted pixel
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Figure 2. DNA operations.

values without precise knowledge of keys and initial conditions, while the S2IC ensures that slight variations
produce entirely different results. These properties make chaotic systems a robust choice, providing substantial
protection against cryptographic attacks and ensuring visual data privacy. Chaotic systems are chosen for their
ability to improve the security of encryption systems through their complex, nonlinear, and difficult-to-reverse
nature [8, 14, 15, 16].

Afterward, we will use a 1-dimensional chaotic system, which is the logistic map, and a 5-dimensional hyper-
chaotic system defined in (1): 

ẋ1 = −a1 + a1x2

ẋ2 = a2x1 + a2x2 + x5 − x1x3x4

ẋ3 = −a3x2 − a4x3 − a5x4 + x1x2x4

ẋ4 = −a6x4 + x1x2x3

ẋ5 = −a7x1 − a7x2

(1)

Where x1, x2, x3, x4, x5 are the state variables and ai(1 ≤ i ≤ 7) are the control values. To verify the quantitative
behavior of the 5-D system, we will study the Lyapunov exponent values and phase portraits in different planes
and spaces [44].

Lyapunov exponents. With the control values configured as ai = [30, 10, 15.7, 5, 2.5, 4.45, 38.5], the Lyapunov
exponents computed for system (1) are presented as λ1 = 4.9018, λ2 = 0.3846, λ3 = 0, λ4 = −15.8628, λ5 =
−31.9095. These values confirm the presence of hyper-chaos, as evidenced by the existence of two positive
exponents and a negative sum of the first five exponents,

∑5
i=1 λi = −42.4859 < 0. The larger positive Lyapunov

exponent indicates that the system trajectories exhibit more pronounced variation in phase space. This complexity
of the system results in increased sensitivity to initial conditions, Increasing the level of difficulty for attackers.
predict or accurately reproduce specific steps in the encryption process without precise knowledge of the initial
conditions. This feature helps to enhance the protection and security of our system.

Phase portraits. Fig. 3 and Fig. 4 show the results of phase portrait studies.

3. Proposed Color Image Encryption/Decryption approach

Fig. 5 shows a diagram of the image encryption approach employing a 5-D hyper-chaotic system and DNA
computing, while Fig. 6 briefly outlines the general steps of this approach.

The use of DNA computing and chaotic systems for image encryption results in limitations, including the
creation of cryptographic keys from simple images by transforming the information contained in the image into
a complex and unique sequence of bits. Additionally, the security vulnerabilities associated with low-dimensional
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Figure 3. System Phase portraits in 2-D planes.

Figure 4. System Phase portraits in 3-D view spaces.

chaos, such as increased predictability, sensitivity to initial conditions, possible low entropy, and susceptibility
to brute force attacks. Finally, the relatively slow encryption velocity [26, 29]. This motivates our proposal for an
innovative hybrid security system for color image encryption, which provides an integrated solution that overcomes
the specific challenges of cryptographic key generation by using the hash functions of the simple image. In addition,
the specific challenges related to the security of low-dimensional chaotic systems, using a high-dimensional system
in the broadcast process to obtain a more efficient diffusion of the bits of the original image throughout the
encrypted message. This contributes to a more robust dispersion of information, thereby strengthening the security
of the encryption.

The decryption operation is essentially the mirror image of the encryption operation; it restores the cipher image
to its original state. To achieve this transformation, the decryption process must use the same encryption key. A
key element to emphasize is that the final decrypted image must be a replica of the original image.

4. Experimental findings and performance analysis

The proposed algorithm’s ability to withstand various types of attacks and its high level of security and robustness
must be demonstrated to validate the promised effectiveness. In this section, the evaluation of the proposed
algorithm is conducted using a Lena color image of size 512×512 through Matlab2021 on an Intel® Core™i5
computer. Hence, this section is divided into seven analyses: 1) histogram, 2) entropy, 3) correlation, 4) differential
attack, 5) cropping attack, 6) Execution time, and 7) Key security [17, 18].

The experimental findings in Fig. 7 indicate that the suggested image encryption method renders the encrypted
image notably noisy, effectively preventing any meaningful information about the base image from being discerned.
This noise serves as a robust defense, making visual analysis and reverse engineering challenging for unauthorized
entities and ensuring the confidentiality of sensitive information.
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Figure 5. Diagram of the encryption method.
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Figure 6. Image encryption steps.

4.1. Statical attack analysis

Histogram analysis. The histogram for an image depicts how pixel values are spread throughout it. For a simple
image, the histogram should exhibit a non-uniform pattern, showing variations in pixel intensity levels [9, 19, 20].
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Simple Image Encrypted Image Decrypted Image

Figure 7. Experimental findings of our method.

In contrast, we ideally expect the histogram of the encrypted image to display a uniform, flat distribution, as
depicted in Fig. 8.
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Figure 8. Histogram analysis of Lena’s image.

The uniform histogram of the cipher image poses a significant challenge to statistical attacks, as it eliminates
discernible patterns and prevents adversaries from extracting meaningful information through statistical analysis.
This characteristic enhances the robustness of the encryption method by thwarting attempts to exploit pixel intensity
distributions for unauthorized decryption.

Information entropy analysis. The entropy is established for the express purpose of assessing the degree of
unpredictability or astonishment linked to an information source, and it can be determined as follows (2):

H(s) = −
2n−1∑
i=0

p(si)× log2 p(si) (2)

Table 2 compares the three-channel entropy data for the simple image and its encryption against ref [7, 21].

Table 2. Entropy results

Method Image Entropy
R G B

Proposed Lena 7.9993 7.9993 7.9991
[7] Lena 7.9978 7.9982 7.9988

[21] Lena 7.9972 7.9973 7.9972

The observation that all entropy values for the encrypted image consistently hover around eight underscores
the method’s remarkable ability to maintain a uniform and random distribution of information. This uniformity is
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crucial in cryptographic strength, indicating that the suggested method generates highly entropic cipher images.
The entropy values approaching eight signify a near-maximum level of disorder and unpredictability, making it
exceedingly challenging for adversaries to discern any patterns or exploit regularities within the encrypted data.
This inherent randomness and uniformity serve as a robust defense against attacks that leverage entropy analysis,
as the method effectively masks the underlying structure of the encrypted content. Consequently, the suggested
encryption method not only prioritizes security through the preservation of high entropy but also showcases a
noteworthy resilience against attempts to compromise the system through entropy-based attacks.

Correlations of the neighboring pixel analysis. A good encryption method minimizes the correlations of
the neighboring pixels in the diagonally, horizontally, and vertically directions of the cipher image. The ideal
correlation value is zero and is calculated by Eq. (3) [22, 23]:

rx,y =
Cov(X,Y )√
D(X)×D(Y )

(3)

As depicted in Fig. 9, Fig. 10, and Table 3, the simple image exhibits a high correlation between two adjacent
pixels in the R, G, and B canals, while the cipher image notably decreases this correlation.

Figure 9. Correlation results of the R, G, and B canals of the simple Lena image.

The correlation coefficient comparison findings with ref. [6] and [7] in Table 3 demonstrate that the suggested
encryption approach outperforms the other two approaches. A higher correlation coefficient implies a stronger
resistance to linear relationships or patterns in the encrypted data, and in this context, it signifies the enhanced
ability of the suggested encryption method to break away from predictability. This robust performance is
particularly noteworthy in cryptographic applications where mitigating correlations is pivotal for thwarting attacks.
The findings affirm that the suggested encryption approach stands as a more resilient solution, demonstrating its
efficacy in achieving heightened security and a superior capability to resist correlation-based attacks compared to
the alternatives outlined in the referenced literature.
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Figure 10. Correlation results of R, G, and B canals of encrypted image Lena.

Table 3. Correlation coefficient analysis.

Method Image Direction Simple image Encrypted image
R G B R G B

Proposed Lena Horizontal 0.9696 0.9769 0.9414 0.0015 0.0008 0.0018
Vertical 0.9844 0.9869 0.9642 -0.0033 0.0024 0.0004

Diagonal 0.9576 0.9675 0.9068 0.0023 0.0040 0.0002

[6] Lena Horizontal 0.9813 0.9691 0.9455 0.0092 0.0002 0.0076
Vertical 0.9803 0.9594 0.9294 0.0203 -0.0025 0.0006

Diagonal 0.9668 0.9433 0.9099 0.0073 -0.0131 0.0111

[7] Lena Horizontal 0.9817 0.9747 0.9598 0.0018 0.0034 0.0028
Vertical 0.9747 0.9500 0.9333 0.0055 0.0056 0.0011

Diagonal 0.9598 0.9284 0.9072 0.0036 0.0059 0.0001

4.2. Differential attack analysis

An encryption method is resilient against differential attacks when even a minor alteration in a pixel of the simple
image leads to an important change in the encrypted image. To assess the effectiveness of this resistance, we use
the NPCR and the UACI defined by (4 and 5) [8, 24].

NPCR(C1, C2) =
1

K × L

K∑
i=1

L∑
j=1

D(i, j)× 100 (4)
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UACI(C1, C2) =
1

K × L

K∑
i=1

L∑
j=1

|C1(i, j)− C2(i, j)|
255

× 100 (5)

The NPCR value and the UACI value must be equal to 99.6094% and 33.4635%, respectively. Table 4 presents
the outcomes of a differential attack analysis, where a single pixel within the simple image undergoes random
alteration, and these results are compared to the references [4, 25].

Table 4. NPCR and UACI results for a single pixel alteration in the simple image.

Method Image Direction Simple image Encrypted image
R G B R G B

Proposed Lena Horizontal 0.9696 0.9769 0.9414 0.0015 0.0008 0.0018
[4] Lena Vertical 0.9844 0.9869 0.9642 -0.0033 0.0024 0.0004
[25] Lena Diagonal 0.9576 0.9675 0.9068 0.0023 0.0040 0.0002

The NPCR and UACI achieved by the suggested encryption method show great results, surpassing the efficacy
of the other two encryption approaches. A high NPCR indicates a substantial change in pixel values between
the original and encrypted images, enhancing the resistance against cryptographic attacks. Meanwhile, a superior
UACI score signifies a balanced and uniform distribution of pixel intensity changes, contributing to the overall
quality of the encrypted output. The superiority of the suggested encryption method in these metrics affirms its
ability to introduce significant alterations while maintaining a uniform and balanced distribution of pixel changes,
thereby ensuring robust security and surpassing the efficacy of alternative encryption approaches.

4.3. Robustness analysis

To analyze the robustness of the suggested image encryption method, we use the cutting attack. The MSE and
PSNR between the simple image and the decrypted image are essential for assessing the decrypted image, and they
are calculated as (6) and (7) [8, 19, 24].

MSE =
1

K × L

K∑
i=1

L∑
j=1

(P (i, j)−D(i, j))
2 (6)

PSNR = 10× log10

(
MAX2

MSE

)
(7)

Cutting operations on encrypted images are executed at various positions, with rates of 1/4 and 1/2.
Subsequently, decryption is carried out, and the outcomes are shown in Fig. 11. Remarkably, even when the cut
ratio reaches 1/2, the primary contents of the images remain recognizable. Table 5 indicates the PSNR values.

Table 5. PSNR results.

Image Crop PSNR
R G B

Lena 1/2 11.7183 12.3950 13.3491
Lena 1/4 13.6948 14.3880 15.3461

The empirical findings demonstrate that even if half of the pixels in the cipher image are lost, successful
reconstruction of the image is achievable. This highlights the resilience of the suggested image encryption method
against cutting attacks.
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1/2 Cropted Encrypted Image 1/2 Cropted Encrypted Image 

1/4 Cropted Encrypted Image 1/4 Cropted Encrypted Image 

Figure 11. Cutting attack results.

4.4. Execution time analysis

We can also test the time complexity of the encryption process as another important measure of algorithmic
performance. The color image ”Lena” of different sizes 128 x 128, 256 x 256, and 512 x 512 is implemented
10 times using Matlab2021. Table 6 illustrates the total average processing time of the encryption and decryption
methods.

Table 6. Execution time results.

Image Operation Proposed [4]
Lena 512x512 Encryption 2.6199 9.0016

Decryption 3.8244 9.1095

Lena 256x256 Encryption 0.7312 2.2234
Decryption 0.9485 2.3218

Lena 128x128 Encryption 0.1957 0.6296
Decryption 0.2548 0.6594

The findings illustrate that as the image size rises, the processing time for each encryption method also rises. In
comparison with other ref. [4], we can see that the suggested encryption method is faster.

4.5. Key security analysis

To prove the effectiveness of the suggested image encryption method, we performed a key security analysis, which
included key space and key sensitivity analysis.
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Keyspace. In the suggested image encryption method, we used a secret key with a space size of 2100, which
significantly surpasses the space size of 2100(≈ 1030). Consequently, the suggested encryption method boasts a
substantial key space, enhancing its security level and making it more resilient against exhaustive attacks.

Key sensitivity. We randomly alter one bit of the secret key K1 [7] to acquire a new modified key, K2. Then,
using secret keys K1 and K2, we encrypt the simple image, generating two encrypted versions. These encrypted
images are then decrypted using secret keys K1 and K2, respectively (see Fig. 12).

The simple image The encrypted image with K1 The encrypted image with K2

The decrypted image with K1 The decrypted image with K2

Figure 12. Key sensitivity results.

The findings illustrate that a slight alteration in the key causes a different encryption outcome. Hence, the
suggested encryption method exhibits a high level of sensitivity to the secret key.

5. Discussion

The proposed encryption scheme makes significant contributions through a combination of DNA model, Chaotic
systems, and SHA256-MD5 hush functions. In the context of DNA computing, DNA coding stands out for its
remarkable ability to store a massive amount of information in a small amount of material. This approach uses
DNA sequences to represent data, considering each nucleotide as a bit of information, thereby achieving extremely
high storage density. In addition, DNA computing is characterized by its ability to resolve the strong correlation
between neighboring pixels. Sequences generated by DNA computing are inherently unpredictable due to the
complexity of molecular interactions. This unpredictability helps enhance the robustness of the encryption process,
making DNA-derived keys particularly effective against decryption attempts based on pre-existing patterns. For the
chaotic systems, the 1-D system is employed for the encoding and decoding rules applied to every pixel of the basic
image, ensuring faster encryption times without compromising overall security. The 5-D hyper-chaotic system is
used specifically to generate the DNA image key, leveraging its attributes of strong confidentiality and a large key
space. This strategic use contributes to reducing simulation time and bolstering the security of our method. The 1D
logistic map, known for its lower computational complexity compared to higher-dimensional chaotic systems like
the 5D hyper-chaotic map, is chosen to optimize efficiency in real-world applications, particularly those requiring
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real-time processing. While a 5D hyper-chaotic system could offer additional complexity, it comes at the expense of
increased computational overhead. Minimizing computational complexity is crucial in practical deployments. The
selection of a 1D chaotic sequence strikes a balance between maintaining robust security and ensuring operational
efficiency, whereas the use of a 5D chaotic sequence, specifically for DNA image key generation, enhances the
encryption scheme’s resistance to cryptographic attacks. Finally, the hush function makes another big difference
in our method through the creation of cryptographic keys from simple images by transforming the information
contained in the image into a complex and unique sequence of bits.

Our proposed method extends the evaluation analysis of several existing techniques, encompassing statistical
attacks analysis, differential attacks analysis, and sensitivity analysis. In [40], the integration of a DNA algorithm
with a spatiotemporal chaotic system encrypts color images through the concealment of distribution information
using three levels of DNA matrices. Meanwhile, in [41], a Chaos-based color image encryption technique employs
a 3D histogram equalization method for optimal confusion and diffusion of image data. Hoi et al. [42] propose
a medical image encryption algorithm involving two phases: pixel value alteration using the Combined Cellular
Automata algorithm followed by iterative movement in a 3D generalized chaotic cat map, ensuring enhanced
security by randomizing pixel values and protecting against deliberate damage or accidental transmission. Our
method builds upon these advancements, providing an extended and comprehensive evaluation framework to ensure
robust image security across various attack scenarios, the comparative overview is illustrated in Table 7.

Table 7. Comparative overview.

The fusion of DNA computing and chaotic systems in the proposed image encryption scheme not only offers a
robust response to real-world challenges but also showcases practicality across various applications. The parallel
processing capabilities of DNA computing enhance computational efficiency, catering to the intricate demands
of image security processing, particularly in sectors like telemedicine and sensitive government communications.
Employing DNA sequences for cryptographic keys ensures resilient key management, adding intricacy to key
generation, distribution, and rotation. This adaptable design, influenced by chaotic systems, seamlessly integrates
with diverse systems, accommodating different image formats and processing workflows. The scheme’s success
in remote consultations underscores its tangible utility in maintaining the confidentiality of sensitive medical data
during transmission. The dynamic nature of chaotic systems aids continuous monitoring and anomaly detection,
ensuring adaptability to evolving challenges, a crucial trait in information and communication technologies. In
essence, the integration of DNA computing and chaotic systems positions the proposed encryption scheme as a
sophisticated, secure, and responsive solution applicable to a range of real-world scenarios.
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6. Conclusion

In this research paper, we provide a novel hybrid security system for the encryption of color images using a
DNA model, chaotic systems, and hash functions as a basis. We combined the SHA256-MD5 irreversible hash
of the simple image and the random key to eliminate the independence of the key generation process from the
simple image and to generate the unique key, which makes our method resistant to various simple image and
encrypted image attacks. The security and performance analysis show that the proposed method has a better
encryption effect, a larger secret key space, and a higher sensitivity to the secret key, as well as good resistance to
differential, statistical, and cropping attacks. The empirical findings reveal that our method not only outperforms
other prominent image encryption methods in terms of security but also exhibits a high level of speed for various
applications. Although the execution time analysis showed that the proposed method is competitive in terms of
speed, future research could focus on specific optimization techniques aimed at further reducing encryption and
decryption, especially in contexts where processing speed is crucial, such as in applications requiring rapid and
secure exchange of images. Furthermore, the initial design for image encryption opens the way for potential
extensions to other domains such as video, audio, and even general data transmission. Future research could thus
explore the transfer-ability and adaptability of this approach to various application contexts, promising further
development and diversification of the benefits of this innovative method. Our next steps involve implementing
this method in embedded systems, emphasizing platforms like Raspberry Pi and FPGA. This aligns with the
demand for efficient processing in resource-constrained environments, paving the way for broader applications
and advancements.
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